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GravityZone Email Security

Stop email-based threats
before they enter the network

Email is the number one attack vector. It only takes one wrong click from

a user to compromise an entire network. Businesses rely on email to get
their jobs done, and so it is essential for Managed Service Providers (MSPs)
to protect their customers’ email with multiple layers of protection. A
professional email security solution goes beyond traditional AV and anti-
spam filtering to combat today’s sophisticated attacks.

GravityZone Email Security is a cloud-based solution that helps MSPs protect
customers’ emails from spam, phishing and malware as well as advanced
and targeted attacks. It prevents impersonation and fraud, leveraging multiple
leading security engines and behavioural technologies to analyze incoming
and outgoing email content, URLs and attachments. The Bitdefender Sandbox
capability available with Email Security, built by in-house machine learning
and behavioral heuristic models, is a powerful forensic tool. Suspicious files
are analyzed in-depth by detonating payloads in Bitdefender’s cloud platform
to observe malware behavior by simulating a ‘real target’ so that the malware
will act as it would in the wild. Post analysis, appropriate actions are taken to
effectively neutralize the threat.

With GravityZone Email Security you can:

+ Gain Unparalleled Protection with Multiple Scanning Engines
Multiple scanning engines and behavioral technologies protect your
customers against spam, viruses, phishing attacks, ransomware, malware,
and other email-borne threats

+ Stop CEO Fraud and Business Email Compromise
Detects threats that don't involve malware, such as credential phishing and
imposter emails.

* Protect Microsoft 365 Customers
Seamless integration with Microsoft 365 via an Azure connector simplifies
deployment and management of Microsoft 365 mailboxes to keep your
customers safe from email attacks and you can also report spam and
phishing emails through Microsoft Outlook.

Simplify your MSP Security Suite
Streamline tasks with multitenancy, consolidated user management and
monthly licensing for endpoint and email security.
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At-a-Glance

GravityZone Email Security is a multi-
layered, cloud-based email security product,
for organizations and MSPs, that protects
all email service providers and supports
hybrid environments using Exchange on-
premises, Microsoft365, Exchange Online,
or Gmail.

Key Benefits

Keeps customers’ emails safe

Helps support compliance for regulations
such as GDPR, PCI, HIPA

Quick and easy deployment

Compatible with all email service
providers

Fully supports hybrid environments

Flexible monthly licensing that allows you
to scale up or down according to your
needs
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Email security designed for efficiency and ultimate
protection

With GravityZone Email Security traditional pattern, message attribute and characteristic matching are complemented by
algorithmic analysis for ultimate threat detection without impacting accuracy.

A sophisticated policy engine allows IT administrators to customize exactly how emails flow in and out of the organization. The
engine can inspect all aspects of email, including size, content, attachments, headers, senders, and recipients, and take appropriate
actions to deliver, quarantine, company quarantine, re-route, notify, or reject the message.

& a0 _STEURT

L ARSE R

3
7
A

3
7

[}
7

Inbound Email Activity Top Final Rules

Confirmed Spam

10 Deliver Outbound

R R S
PSP E [SAECEANRN AR B T e N s s

A Wotked) DHA

Executive Tracking

Delivered Spam Quarantine -8 Rejected

Contact Bitdefender to talk about Bitdefender Email Security today and check out our webpage for more information about
Bitdefender GravityZone Cloud MSP Security at: bitdefender.com/msp

o Bitdefender is a cybersecurity leader delivering best-in-class threat prevention, detection, and response solutions worldwide. Guardian
]t e en er over millions of consumer, business, and government environments, Bitdefender is one of the industry’s most trusted experts for
eliminating threats, protecting privacy and data, and enabling cyber resilience. With deep investments in research and development,
BUILT FOR RESILIENCE Y b [PRHECHI (NS : e © ; . are [PHET
Bitdefender Labs discovers over 400 new threats each minute and validates around 40 billion daily threat queries. The company has
pioneered breakthrough innovations in antimalware, IoT security, behavioral analytics, and artificial intelligence, and its technology is

3945 Freedom Circle licensed by more than 150 of the world’'s most recognized technology brands. Launched in 2001, Bitdefender has customers in 170+

countries with offices around the world.
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For more information, visit https://www.bitdefender.com.
California, 95054, USA
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